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Federal Requirements of an Effective
Compliance and Ethics Program
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Existence of policies, procedures, and standards of conduct. OP1 E]Jg[IghjJ[1 N
<E]ZdN<[EN dg]0g<Z (h j] 1[hkgl jP<j DIP<pl]g <[G GIEN][ Z<X)[0
IrdIEj<jQ] [h <gl <gjEKI<jIG EfI<gis E]ZZK[E<jIG <[G jP<j dg<EjE<' Ok(G<[EI
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ELEMENTS OF AN EFFECTIVE COMPLIANCE FRAMEWORK: (Continued)

Maintaining lines of communication. 1 [)plIghljs Y1<GIghPid q(iY N<EQNj<jI <[G
hkdd]gj E1ZZKE<j(1[ <j 1<EP k[(plghljs <D]kj jP1 K[Qplghtjs h E]ZdY<[EI
dg]0g<Z (jh dkgdJhl <[G jP1g ghhd] [hiDY0(Ih h] jP<j 1 E1ZZK[(js
Z1ZDIgh K[GIghj<[G <[G E<[ <th] NkiNIY jP10g E]ZdW<[EI Gkjilh . I1<h][<DVI
hjidh g DI j<XI[ j] E]ZZKk[E<jl hj<[G<gGh dg]EIGkglh<[Gg]'lhj]
Z1ZDIgh INjPIQLhjQKkJOI L ([EYKGULO jPT J<gG N - 101[jh j]NIhjlg<
E]ZdW<[EI E][hE(Ikh[Ihh  ZdY]sITh<gl 1[E]kg<OIG j] gld]gi 10jPIg
GlglEj¥s Jo <[ [sZ]1khis <[s EJ[ENg[h <[G JghlIX Ok(G<[EI gl0<gGI[O
d1jIL0<! 1g <Ejk<t ZOhE] [GKE] qliPTkj Ni<g INglj<<jUl L

Methods for internal risk assessment, monitoring and auditing. J[ji[k]kh
Z1L10[00h G][1 Ds Gld<gjZ I [j<! Z<[<Olgh j] GIjIE]j jP1)g k[Qj h
E]ZdN<[EN gihX (hhkIh <[G E]ZdW<[EI gl Fkigl Z I [j <GPIgI[EI <hh]E<jIG
qijP jPI k[iplghgjs h JdIg<ji][h - I<h][<DYI hjidh 0¥ DI j<XI[ j] E][GKEj
E]ZdN<[EI gihX <hhThhZI[jh j] GljlgZ[1 P1g gl 1 °h Dkh)[Thh dg]ElhhTh
NKINGYY Ekggl [j EP<[OQ[O gkith glOK'<j(J[h Jg 7<g¢G IV - 101[jh d]¥EXLh

Methods for enforcement of policies, procedures, and standards. [hkgl
JPIgl <gl EYl<g <pI[kThj] h11X Ok(G<[EI Jg gld]gj pQ]¥<j(] [h IN d]¥Es <[G
glVIp<[j Y<gh glOKI<ji1[h OPI k[lplghtjs qif \1"]q <ddgldgi<jI dg]EThhlh
ET[GKEj 0[p1hje0<jQ][h T[NIgEN hj<[G<gGh <[G 1ZdP<hivl [1[ glj<N<j1L

Actions are taken when noncompliance occurs (consistently and
commensurate with the noncompliance). OP1 k[(plgh{js glhd] [Gh
<ddg]dgi<jl¥s j] ([p1hji0<jl <[G <GGglhh 1dh]GIh N Z(hE][GKEj <[G . .
pU1'<jII [N IN'<gh glOK<ji] [h <[G dJWEUN Zjidh <gl j<XI1T j1 dglpl[j NkgjPlg ’]'gij e I‘:kEQELZIOD:Z]'iI:I[I MEIRL L e
hZi<q E] [GKE] Ng] Z TEEKgULO O jP1 Nkjkgl 1Zdf<[EN<[G jPEEN +G]0g -EAA
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I’m a manager or director, what are my compliance responsibilities?

RISKS

MITIGATION

TRAINING

COORDINATION

MONITOR

REPORTING

| am aware of the current key compliance risks in the units for which | am
responsible

I regularly meet with my direct reports to identify, review, and prioritize risks
I monitor state and federal changes to my area of responsibility

I implement compliance activities including processes, procedures and controls
to mitigate compliance risks

I understand that creating consistent processes to meet compliance requirements
will help the university help mitigate risk

| complete all required compliance education and training for my respective
position and ensure that members of my team are provided training to ensure
effective compliance

| coordinate activities with university-wide compliance managers

| proactively monitor effectiveness of compliance activities in my department
including results and key issues

| report instances of non-compliance to appropriate administrative officers, and |
assist Internal Audit & Compliance in developing compliance oversight reporting
I understand there is UA Hotline, an anonymous reporting resource
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Lead by Example:
Demonstrate a strong commitment to compliance through your own actions. Uphold ethical
behavior, adhere to policies, and model the desired compliance culture for your team.

Effective Communication:

Maintain open and transparent communication channels with your team regarding compliance
expectations, policies, and updates. Regularly discuss the importance of compliance and its
alignment with the university's values.

Education and Training:
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' Recognize Compliance Champions:
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Key Compliance Questions to Ask Your Team:

1) Are you familiar with our university’s policies and procedures related to your role,
and do you fully understand your specific compliance responsibilities?

2) Do you have all the tools and resources needed to follow required procedures?

3) Have you noticed any potential risks in our processes that we should address?

Key Compliance Questions for You to Consider:

1) How am | actively identifying compliance risks in the university areas related to my
department, such as IT compliance, financial compliance, student privacy compliance,
environmental health and safety compliance, and research compliance?

2) How do | prioritize and address compliance concerns within my team?

3) Do | have a clear reporting structure in place in my department for potential
compliance issues?

4) How do | elevate compliance concerns to my supervisor, senior university
management and, if necessary, the Board of Regents?

5) How do | stay up to date on the latest requirements? What process do | follow to
provide compliance training and education to my employees, or as necessary, to all
employees and/or students?

CTp————

CTp————
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Examples of Red Flags to Watch For:
e Unusual Financial Transactions: Unapproved spending or missing documentation.
e Conflicts of Interest: Faculty/staff benefiting personally from university roles.

e Research Compliance Issues: Misreported data or non-adherence to grant
guidelines.

e Data Privacy Violations: Mishandling of student/employee information (FERPA).

e Abuse of Authority/Policy Violations: Ignoring hiring, promotion, or Title IX/ADA
procedures.

k

e Fear of Reporting: Hesitancy to report issues or concerns of retaliation.
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1. UA Board of Review relevant sections on the UA Board of Regents website.
Regents Policy
https://www.alaska.edu/bor/policy-regulations/index.ph

2. HECA Matrix Use the HECA matrix to identify applicable federal laws and regulations. This
resource list includes various elements such as the Item ID, Topic, Statute
Name, and multiple Statutes (Statute 1, Statute 2, Statute 3, Statute 4) along
with their corresponding Statute IDs. It also covers several Regulations
(Regulation 1, Regulation 2, Regulation 3, Regulation 4, Regulation 5), a
Statutory Summary, Reporting Requirements, and Deadlines. Additionally, it

—
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| 4. Professional Connect with your peers and experts here at UA and at other universities. Join
Networking committees, attend meetings, and engage in professional organizations.

5. Email Updates Sign up for your professional associations’ mailing lists to stay updated on the
latest laws and regulations.

6. University Have questions? UA has many employees that can help, including in Audit and
Resources Compliance Services, the Office of the General Counsel, and Human
Resources.

For specialized guidance, you can also reach out to:
- Risk Management for safety concerns.
- Equity and Compliance for issues related to discrimination and Title IX.
- Procurement for purchasing and contracting compliance.
- Information Technology for data security and privacy matters. —
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Graduate students must follow ethical standards in research, including human subjects (IRB),
Research Compliance | animal welfare (IACUC), effort reporting, data integrity, grant compliance, accurate reporting,
and avoiding misconduct.

Academic Integrity Graduate students are held to high standards, such as avoiding plagiarism, ensuring fair
and Ethics collaboration, and following proper citation practices.

International Student | International students must maintain visa status, meet enrollment requirements, and report
Compliance changes to the university, avoiding unauthorized work.

Teaching and
Assistantship
Responsibilities

Graduate students in assistant roles must comply with labor policies, FERPA, and any union
or employment guidelines.

ntellectual Property Graduate students in research or creative fields must understand university policies on
nd Copyright copyright, patents, and data ownership.

onflict of Interest Students with external work or funding may need to disclose conflicts of interest that could
affect their research or academic duties.

Graduate students working in labs or field environments must comply with lab safety
ealth and Safety protocols, proper handling of hazardous materials and Board of Regent health and safety
policies including Sex and Gender-Based Discrimination Under Title IX. _.L_

IPARCE She ol VAl RU R SRS ER VS TS




